Recently, several anonymization algorithms have appeared for privacy preservation on graphs. Some of them are based on randomization techniques and on k-anonymity concepts. We can use both of them to obtain an anonymized graph with a given k-anonymity value. In this paper we compare algorithms based on both techniques in order to obtain an anonymized graph with a desired k-anonymity value. We want to analyze the complexity of these methods to generate anonymized graphs and the quality of the resulting graphs.
Introduction
Currently, the data mining processes require large amounts of data, which often contain personal and private information of users and individuals. Although basic processes are performed on data anonymization, such as removing names or other key identifiers, remaining information can still be sensitive, and useful for an attacker to re-identify users and individuals. E.g., birthday and ZIP codes might be enough to re-identify individuals [1] . To solve this problem, methods that perform introduction of noise in the original data have been developed in order to hinder the subsequent processes of re-identification.
In this paper we will discuss anonymization techniques applied to graph formatted data. One of the most well known data that can be represented as graphs are social networks. Social networks are very interesting for their analysis by scientists and companies, nevertheless any release to a third party for their analysis requires the application of a protection procedure.
There are multiple methods for privacy preservation in graphs. One of the most used are random-based methods, which modify graphs at random to hinder re-identification processes. Other methods are based on the concept of k-anonymity [1] . These methods are more complex than random-based. In this paper we ask ourselves if we can get the same results using a random algorithm and a algorithm to select k-anonymous graphs. This paper is organized as follows. In Section 2, we review different anonymization methods for graphs' privacy preservation. Section 3 presents our experimental framework, including anonymization algorithms, graph and re-identification risk assessment and data sets used in our experiments. In Section 4, we show the experiments and discuss the results. Finally, in Section 5, we discuss conclusions and future work.
State of the Art
Anonymization methods depend on the type of data they are intended to work with. In this paper, we will work with simple, undirected and unlabelled graphs. Because these graphs have no attributes or labels in the edges, information is only in the structure of the graph itself and, due to this, the adversary can use information about the structure of the network to attack the privacy. However, since all of the information is contained in it, we want to preserve the structure of the graph.
Random-Based Methods
One widely adopted strategy of graph modification approaches are randomization methods. Randomization methods are based on adding random noise in original data. There are two basic approaches to work with graph data: (1) Rand Add/Del : randomly add and delete the same number of edges from the original graph (this strategy keeps the number of edges) and (2) Rand Switch: exchange edges between pairs of nodes (this strategy keeps the number of edges and the degree of all nodes).
Hay et al.
[2] proposed a method to anonymize unlabelled graphs. This method is called Random Perturbation and is based on two phases: first, m edges are randomly removed from the graph and then false m edges are randomly added. The set of vertices is not changed and the number of edges is preserved in the anonymized graph.
Ying et al.
[3] proposed a variation of Rand Add/Del method, called Rand Add/Del-B. This method implements modifications (by adding and removing edges) on the nodes at high risk of re-identification, not at random over the entire set of nodes. The authors expect to introduce fewer perturbations (with better utility preservation) to achieve the same privacy protection.
k-Anonymity-Based Methods
Another strategy widely adopted for privacy-preserving is based on the concept of k-anonymity. This concept was introduced by Sweeney [1] for the privacy
